
Beiträge zum Internationalen und
Europäischen Strafrecht

Studies in International and
European Criminal Law and Procedure

Band / Volume 51

Technological Surveillance 
of Communication in American, German 

and Chinese Criminal Procedure

Von

Jiahui Shi

Duncker & Humblot  ·  Berlin

Sh
i 

 · 
  Te

ch
no

lo
gi

ca
l S

ur
ve

ill
an

ce
 o

f C
om

m
un

ic
at

io
n 

 · 
 IE

S 
51



JIAHUI SHI

Technological Surveillance of Communication in American, 
German and Chinese Criminal Procedure



Beiträge zum Internationalen und
Europäischen Strafrecht

Studies in International and
European Criminal Law and Procedure

Herausgegeben von / Edited by 
Prof. Dr. Dr. h.c. Kai Ambos, Richter am Kosovo Sondertribunal

Berater (amicus curiae) Sondergerichtsbarkeit für den Frieden, Bogotá, Kolumbien

Band / Volume 51



Duncker & Humblot  ·  Berlin

Technological Surveillance 
of Communication in American, German 

and Chinese Criminal Procedure

Von

Jiahui Shi



Die Rechtswissenschaftliche Fakultät der Universität zu Köln hat diese Arbeit 
im Jahre 2021 als Dissertation angenommen.

All rights reserved.
© 2022 Duncker & Humblot GmbH, Berlin

Typesetting: 3w+p GmbH, Rimpar
Printing: buchbücher.de GmbH, Birkach

Printed in Germany

ISSN 1867-5271
ISBN 978-3-428-18566-5 (Print)

ISBN 978-3-428-58566-3 (E-Book)
Printed on no aging resistant (non-acid) paper

according to ISO 9706 
Internet: http://www.duncker-humblot.de

Bibliografische Information der Deutschen Nationalbibliothek

Die Deutsche Nationalbibliothek verzeichnet diese Publikation in
der Deutschen Nationalbibliografie; detaillierte bibliografische Daten

sind im Internet über http://dnb.d-nb.de abrufbar.

Unter Beteiligung des Göttinger Vereins zur Förderung der Strafrechtswissenschaft 
und Kriminologie sowie ihrer praktischen Anwendung e. V.



To My Parents





Foreword

My work on this comparative study started in 2014 and has been finalized in the
summer of 2021. It was accepted as a doctoral dissertation by the Law Faculty of the
University of Cologne in October 2021.

I would like to express my gratitude to many persons who contributed to my work
and supported my studies in the past years. My greatest thanks are due to my su-
pervisor, Prof. Dr. ThomasWeigend. He continuously supported this studywith great
patience. He read, word byword, sentence by sentence, five lengthy drafts before this
final version, and each timemade valuable comments. Some of these comments were
quite critical, and I had to work hard to meet his demands. But all the work was
worthwhile, and his professional comments and supervision guaranteed the quality of
my work. Without his time spent on my work, this book could not have been pub-
lished. An old saying in Chinese goes: “He who teaches me for one day is my father
for life.” I have learned from him not only how to write a dissertation but also high
academic standards and a serious attitude toward scholarship. I am sure that my
experience with him will inspire me for the rest of my life when I work in the
academic sphere. Moreover, he is a kind and considerate person, ever ready to help
me with challenges I encountered in Germany, supporting me with visa matters as
well as funding and job applications. The enjoyable time I had with his family for the
Christmas and New Year holidays will remain unforgettable. I have been very lucky
to have had him as my supervisor. I wish him “Alles Gute”!

I would also like to thank Prof. Dr. Cornelius Nestler who as the second reviewer
read my work thorougly and made helpful remarks at the doctoral disputation.

Since this work is written in English, which is not my mother language, my best
friend, Dr. Jenny Sager from England, an expert on Shakespeare, did not hesitate to
agree to do the proofreading of the manuscript. She could have rejected my request
since the job was time-consuming and probably also boring for her. She did an
excellent job and I owe her a big hug.

I owe great thanks tomy teachers of theGerman language,myGerman friends and
colleagues, who practiced Germanwithmewith great patience. Thismade it possible
for me to learn to manage this difficult language from level zero within a short time.
Without my ability to speak German, I could not have finished this comparative
study.

Last but not least, I would like to thank the foundations which financially sup-
ported my doctoral research and my stay in Germany in the past seven years, namely,
the Chinese Scholarship Committee (9.2014–8.2018), Dr. Wilhelm Westhaus



Stiftung (9.2018–12.2018), and Konrad Adenauer Stiftung (1.2019–10.2021).
Their generous support permitted me to concentrate on my research without any
financial pressure. This publication has been financially supported by the Konrad
Adenauer Stiftung and the Law Faculty of the University of Cologne. I would also
like to thank Prof. Dr. Kai Ambos, who kindly agreed to acceptmywork for the series
“Beiträge zum Internationalen und Europäischen Strafrecht”.

Cologne, February, 2022 Jiahui SHI

Foreword8

http://www.duncker-humblot.de


Content Overview

Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

I. The Background of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

II. The Three Jurisdictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

III. Presentation of Problems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

IV. Structure of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

Part I

Surveillance of Wire and Oral Communications in the U.S. 25

I. Constitutional Protection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

II. Surveillance of Wire and Oral Communications in Federal Statutes . . . . . . . . . . . . . 47

III. Exceptions from the General Prohibition of Warrantless Surveillance . . . . . . . . . . . 54

IV. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

V. Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

VI. Empirical Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

VII. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

Part II

Technological Surveillance in the Federal Republic of Germany 114

I. Telecommunication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

II. Acoustic Surveillance (akustische Überwachung) . . . . . . . . . . . . . . . . . . . . . . . . . . . 148

III. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

IV. “Prohibitions of Evidence” (“Beweisverbote”) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173

V. Empirical Reports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

VI. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206



Part III

Technological Investigative Measures in the People’s Republic of China 209

I. Telecommunication and Art. 40 of the Chinese Constitution . . . . . . . . . . . . . . . . . . . 209

II. The Inviolability of the Residence and Art. 39 of the Chinese Constitution . . . . . . . 218

III. Technological Measures in Legislation and Departmental Regulations . . . . . . . . . . . 226

IV. Procedural Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249

V. Admissibility of Information from TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 258

VI. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 285

Part IV

Conclusions with Horizontal Comparison 288

I. “Reasonable Expectation of Privacy” vs. “Core Area of Privacy” . . . . . . . . . . . . . . . 288

II. Statutory Protections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 299

III. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 303

IV. The Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 308

V. Empirical Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325

VI. Final Comments and Suggestions for Reforms in China . . . . . . . . . . . . . . . . . . . . . . 328

Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 336

Reports on the questionnaires . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 336

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 357

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 374

Content Overview10

http://www.duncker-humblot.de


Contents

Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

I. The Background of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

II. The Three Jurisdictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

III. Presentation of Problems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

IV. Structure of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

Part I

Surveillance of Wire and Oral Communications in the U.S. 25

I. Constitutional Protection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

1. Trespass Doctrine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2. From Trespass Doctrine to the Reasonable Expectation of Privacy . . . . . . . . . . . 31

3. “Reasonable Expectation of Privacy” after Katz . . . . . . . . . . . . . . . . . . . . . . . . . 32

4. The Reasonable Expectation of Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

a) An “Actual (Subjective) Expectation of Privacy” . . . . . . . . . . . . . . . . . . . . . . 35

b) An Expectation “that Society is Prepared to Recognize as ‘Reasonable’” . . . 37

aa) Social Conceptions of the Expectation of Privacy . . . . . . . . . . . . . . . . . . 38

bb) An Empirical Study of General Attitudes toward Privacy . . . . . . . . . . . . 40

5. The Minimal Expectation of Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

6. Other Constitutional Aspects of Electronic Surveillance . . . . . . . . . . . . . . . . . . . 43

a) 5th Amendment: Privilege against Self-incrimination . . . . . . . . . . . . . . . . . . . 43

b) The Attorney-Client Privilege . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

c) 6th Amendment: The Right to Counsel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

d) Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

II. Surveillance of Wire and Oral Communications in Federal Statutes . . . . . . . . . . . . . 47

1. Early Regulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

2. The Modern Statute . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

a) The Definition of “Wire Communication” under § 2510(1) of Title III . . . . . 50

b) The Definition of “Oral Communication” under § 2510(2) of Title III . . . . . . 52

c) The Definition of “Intercept” under § 2510(4) of Title III . . . . . . . . . . . . . . . 53



III. Exceptions from the General Prohibition of Warrantless Surveillance . . . . . . . . . . . 54

1. Plain Hearing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

2. Consent to Surveillance under Title III . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

IV. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

1. Application Process for a Surveillance Warrant at the Federal Level . . . . . . . . . 59

a) Who can Make and Authorize an Application . . . . . . . . . . . . . . . . . . . . . . . . . 59

b) Exigent Circumstances . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

c) Crimes that Can be Investigated by Intercepting Communications . . . . . . . . . 62

d) The Contents of an Application . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

e) Review Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

aa) Legality and Necessity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

bb) Effectiveness of the Technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

cc) Cost . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

2. The Warrant . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

a) Jurisdiction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

b) Findings and Determinations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

aa) Probable Cause . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

bb) Specific Communications to be Intercepted . . . . . . . . . . . . . . . . . . . . . . . 69

cc) Inadequacy of Investigatory Alternatives . . . . . . . . . . . . . . . . . . . . . . . . . 69

(1) Failure or the Unlikely Success of Other Measures . . . . . . . . . . . . . . 70

(2) Dangers Arising from Other Measures . . . . . . . . . . . . . . . . . . . . . . . . 70

(3) The Frustration of the “Last Resort” Requirement . . . . . . . . . . . . . . . 71

dd) Where Communications Can be Intercepted . . . . . . . . . . . . . . . . . . . . . . . 71

ee) High Approval Rate of Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

c) The Contents of the Warrant (18 U.S. Code § 2518(4) - (6)) . . . . . . . . . . . . . . 72

aa) The Duration Directive . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

bb) The Termination Directive . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

cc) The Minimization Directive . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

dd) The Progress Report System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

3. The Role of Police and Prosecutors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

4. Extension of the Warrant . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5. Sealing the Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

6. Giving Notice of Electronic Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

V. Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

1. Origin and Purpose of the Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

2. Admissibility of Wiretap Evidence under the 4th Amendment . . . . . . . . . . . . . . . 83

3. Admissibility under Section 605 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

4. Admissibility under Title III . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

a) The Scope of the Exclusionary Rule under Title III . . . . . . . . . . . . . . . . . . . . 85

Contents12

http://www.duncker-humblot.de


b) Standing to Demand Suppression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

aa) Being Party to Communications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

bb) Possessory Interest . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

cc) The Person against Whom the Interception Was Directed . . . . . . . . . . . . 87

c) Grounds for Excluding Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

aa) “Unlawfully Intercepted” Communications . . . . . . . . . . . . . . . . . . . . . . . 88

(1) “Central Role” Test . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

(2) Non-Central Provisions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

bb) “Insufficient on its Face” (§ 2518(10)(a)(ii)) . . . . . . . . . . . . . . . . . . . . . . 92

cc) Not “in Conformity with the Order” (§ 2518(10)(a)(iii)) . . . . . . . . . . . . . 92

dd) Violation of Regulations regarding the Post-Implementation Phase . . . . . 93

ee) Evidence Derived from Illegal Private Interceptions . . . . . . . . . . . . . . . . 94

5. Comments on the Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

VI. Empirical Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

1. Number of Surveillance Applications and Issued Warrants . . . . . . . . . . . . . . . . . 97

2. Rate of Installed Intercepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3. Types of Surveillance Used . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

4. Major Offenses Named in Warrants . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

5. Duration and Extension . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

6. Cost . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

7. Efficiency of Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

a) Rates of Incriminating Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

b) Number of Arrests and Convictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

VII. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

Part II

Technological Surveillance in the Federal Republic of Germany 114

I. Telecommunication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

1. Constitutional Protection – Art. 10 German Basic Law . . . . . . . . . . . . . . . . . . . . 114

a) History . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

b) The Personality Right (“Allgemeines Persönlichkeitsrecht”) . . . . . . . . . . . . . 117

aa) The Right to a Private Sphere and the “Core Area of Privacy” . . . . . . . . 117

bb) The Right to the Spoken Word (“Recht am gesprochenen Wort”) . . . . . 122

cc) The Relationship between Art. 10, Art. 2 GG and Art. 1 GG . . . . . . . . . . 122

c) New Basic Rights . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

aa) The Right to Data Autonomy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

bb) The Right to the Integrity of Information Systems . . . . . . . . . . . . . . . . . . 124

Contents 13

http://www.duncker-humblot.de


d) Proportionality (Verhältnismäßigkeit) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

aa) Suitability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

bb) Necessity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

cc) Proportionality in the Narrow Sense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

e) Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129

2. Surveillance of Telecommunication under § 100a StPO . . . . . . . . . . . . . . . . . . . 129

a) Protected Area of “Telekommunikation” . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

b) Crime Catalogue under § 100a StPO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

c) Persons Targeted and Third Persons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

aa) Persons Targeted . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

bb) Third Persons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

cc) Lawyer-client Communications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

d) Chance Finds (“Zufallsfunde”) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

aa) Background Conversations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

bb) Admissibility of Chance Finds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137

e) Degree of Suspicion under § 100a I 1 Nr. 1. . . . . . . . . . . . . . . . . . . . . . . . . . . 139

f) Subsidiarity Principle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

g) “Core Area of Privacy” . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

3. Telecommunication Traffic Data (§ 100g StPO) . . . . . . . . . . . . . . . . . . . . . . . . . 145

a) Collection of Telecommunication Traffic Data under § 96 TKG . . . . . . . . . . 145

aa) Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145

bb) Offenses Covered by § 100g I StPO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

b) Collection of Data Stored under § 113b TKG . . . . . . . . . . . . . . . . . . . . . . . . . 146

c) Traffic Data in a Cellular Network (Funkzellenabfrage) . . . . . . . . . . . . . . . . . 147

d) The Subsidiarity Clause in § 100g . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147

e) Protection of Professionals (§ 100g IV StPO) . . . . . . . . . . . . . . . . . . . . . . . . . 148

II. Acoustic Surveillance (akustische Überwachung) . . . . . . . . . . . . . . . . . . . . . . . . . . . 148

1. Acoustic Surveillance of Home . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

a) Art. 13 GG: Inviolability of the Home . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

aa) Historical Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

bb) The Definition of “Home” . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

cc) Restrictions of Inviolability under Art. 13 III GG . . . . . . . . . . . . . . . . . . . 152

b) § 100c StPO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

aa) Definition of “Not Publicly” (“nichtöffentlich”) . . . . . . . . . . . . . . . . . . . . 153

bb) Crime Catalogue of § 100c StPO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

cc) Concerned Persons and Concerned Homes . . . . . . . . . . . . . . . . . . . . . . . . 154

dd) Facts to Support Suspicion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

ee) Subsidiarity Principle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

ff) The Core Area of Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

Contents14

http://www.duncker-humblot.de


gg) Protection of Close Relationships . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157

hh) Protection of Professionals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157

2. Acoustic Surveillance in Public Areas (§ 100f StPO) . . . . . . . . . . . . . . . . . . . . . 158

a) The Borderline Cases between § 100c and § 100f StPO . . . . . . . . . . . . . . . . . 158

b) Conditions for Acoustic Surveillance outside Homes (§ 100f I StPO) . . . . . . 160

c) Persons Affected by the Measure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160

III. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

1. Jurisdiction of the Issuing Court and of the Prosecution . . . . . . . . . . . . . . . . . . . 162

a) Jurisdiction of the Issuing Court . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

aa) Telecommunication Surveillance under § 100a StPO . . . . . . . . . . . . . . . . 162

bb) Acoustic Surveillance of a Home . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

b) Jurisdiction of the Prosecutor “bei Gefahr im Verzug” . . . . . . . . . . . . . . . . . . 163

c) Judicial Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165

2. Criteria for Judicial Review of an Application . . . . . . . . . . . . . . . . . . . . . . . . . . . 166

3. The Contents of a Surveillance Order . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

4. Duration and Extension of Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168

5. Implementation of Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168

6. Termination of the Order . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

7. Notice to Persons under Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

8. Legal Remedies against Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

9. Deletion and Storage of the Obtained Information . . . . . . . . . . . . . . . . . . . . . . . . 172

IV. “Prohibitions of Evidence” (“Beweisverbote”) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173

1. The Scope of “Prohibitions of Evidence” and its Subgroups . . . . . . . . . . . . . . . . 174

2. Theories of “Prohibitions of Using Evidence” . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

a) Rechtskreistheorie . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

b) “Protective Purpose” Doctrine (“Schutzzwecklehre”) . . . . . . . . . . . . . . . . . . . 176

c) Balancing Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178

d) Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

3. Grounds for Excluding Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182

a) Grounds Directly Based on Constitutional Law . . . . . . . . . . . . . . . . . . . . . . . 182

aa) Evidence Falling within the “Core Area of Privacy” . . . . . . . . . . . . . . . . 182

bb) The Nemo Tenetur Principle and § 136a StPO . . . . . . . . . . . . . . . . . . . . . 183

b) Violating Procedural Rules as Grounds for Excluding Evidence . . . . . . . . . . 185

aa) Richtervorbehalt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186

(1) Without Judicial Order because of “Gefahr im Verzug” . . . . . . . . . . . 186

(2) Without Judicial Order in Other Situations . . . . . . . . . . . . . . . . . . . . . 187

bb) Offense not Listed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

cc) Insufficient Facts to Support Suspicion . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

dd) Duration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

Contents 15

http://www.duncker-humblot.de


c) Evidence from Private Investigation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

4. Exclusion of Derivative Evidence? (“Fernwirkung”) . . . . . . . . . . . . . . . . . . . . . . 191

V. Empirical Reports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

1. Numbers of Judicial Orders under § 100a and § 100c StPO . . . . . . . . . . . . . . . . 194

2. Reasons for Non-Implementation of Judicial Orders under § 100c StPO . . . . . . 196

3. Types of Intercepted Telecommunications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196

4. Catalogue Crimes Cited (“Anlassstraftaten”) . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

a) Number of Procedures of Telecommunication Surveillance . . . . . . . . . . . . . . 198

b) Number of Procedures of Home Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . 201

5. Duration and Extension . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202

a) Extension of Judicial Orders under § 100a StPO . . . . . . . . . . . . . . . . . . . . . . . 202

b) Duration and Extension of Home Surveillance under § 100c StPO . . . . . . . . 203

c) Cost . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204

6. Efficiency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205

VI. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

Part III

Technological Investigative Measures in the People’s Republic of China 209

I. Telecommunication and Art. 40 of the Chinese Constitution . . . . . . . . . . . . . . . . . . . 209

1. The Concept of Human Dignity in China . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209

a) History . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209

b) Human Rights and Human Dignity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211

c) Privacy in the Constitution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 214

2. Freedom and Privacy of Correspondence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215

a) Definition of “Correspondence” . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215

b) Privacy of Correspondence and the Power of the Courts to Order Evidence 216

c) Interception of Letters of Prisoners . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

II. The Inviolability of the Residence and Art. 39 of the Chinese Constitution . . . . . . . 218

1. Definition of Residence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219

2. The Limited Understanding of “Illegal Search” and “Illegal Intrusion” . . . . . . . 223

III. Technological Measures in Legislation and Departmental Regulations . . . . . . . . . . . 226

1. The Purpose of Criminal Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 226

2. Power Distribution in Criminal Investigations . . . . . . . . . . . . . . . . . . . . . . . . . . . 227

a) The Dominant Role of the Police during the Investigation . . . . . . . . . . . . . . . 227

b) Early Participation of Prosecutors in the Investigation . . . . . . . . . . . . . . . . . . 228

Contents16

http://www.duncker-humblot.de


c) The “Inspection” Power of Supervision Committees . . . . . . . . . . . . . . . . . . . 232

aa) Supervision Committees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232

bb) The “Inspection” Power . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233

cc) Technological Measures during Inspection . . . . . . . . . . . . . . . . . . . . . . . . 234

d) Investigations by Prosecutors as a Supplement to Supervision Committees 235

3. The Covert Nature of TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 237

4. Concept and Types of TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239

5. Crime Catalogues of TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241

a) Crime Catalogues under Art. 150 of the CCPL . . . . . . . . . . . . . . . . . . . . . . . . 241

b) Art. 263 of the Procedures for Criminal Cases 2020 . . . . . . . . . . . . . . . . . . . . 242

c) The Use of TIMs for the Purpose of Arresting Suspects . . . . . . . . . . . . . . . . . 243

d) Crime Catalogue under the Supervision Law and the Rules on the Jurisdiction
of the Supervision Committee (Trial) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244

6. Degree of Suspicion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 245

7. “For the Needs of the Investigation” and “as Needed” . . . . . . . . . . . . . . . . . . . . 245

8. Targeted Persons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 246

9. Privacy Clause . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 248

IV. Procedural Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249

1. The Approval Procedure of Police, the Supervision Committees and the Pro-
secution Offices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249

a) Police . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 250

b) Prosecution Offices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 251

c) Supervision Committees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 252

2. Contents of the Warrant . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254

3. Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 255

4. Duration and Extension of TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 256

5. Termination of the Measure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257

6. Obligation to Delete Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257

V. Admissibility of Information from TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 258

1. Art. 154 of the CCPL 2018: New Legislation Concerning Evidence Gathered via
TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 259

2. The Interpretation of “Other Serious Consequences” . . . . . . . . . . . . . . . . . . . . . . 260

3. Three Forms of Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 260

4. Examination of the Reliability of TIM Evidence in Camera: A Challenge to the
Defense Right . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 261

5. Defense Strategy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 264

6. A Practical Example: Evidence from TIMs in Drug Cases . . . . . . . . . . . . . . . . . 265

7. The General Rule on Exclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266

8. Exclusion of Evidence during Investigation, Prosecution or Inspection . . . . . . . 268

a) Police . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 268

Contents 17

http://www.duncker-humblot.de


b) Prosecutors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 268

c) Supervision Committees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 269

9. Exclusion of Evidence by Judges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 270

a) Exclusion of Evidence at the Pre-trial Hearing . . . . . . . . . . . . . . . . . . . . . . . . 271

b) Exclusion of Evidence at Trial . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 274

10. Reasons for the Infrequency of the Exclusion of Evidence . . . . . . . . . . . . . . . . . 275

a) Exclusion of Evidence and the Emphasis on Truth-finding . . . . . . . . . . . . . . 275

b) The Heavy Burden of Proof on the Defense and the Lack of Impact of an
Exclusion on Convictions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 276

c) The Possibility of Correcting Defective Evidence . . . . . . . . . . . . . . . . . . . . . . 277

11. Review and Exclusion of Evidence of TIMs . . . . . . . . . . . . . . . . . . . . . . . . . . . . 278

12. The “Legitimization” of Evidence: the Move from “Illegal” to “Legal” . . . . . . . 281

a) Admissibility of Repeated Confessions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 281

b) Indirect Admissibility: the “Delicious” Fruits of the Poisonous Tree . . . . . . . 281

c) Incidentally Discovered Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 282

13. Admissibility of Evidence Collected by Private Persons in Criminal Proceedings 283

a) Legality of the Collection of Evidence by Private Persons . . . . . . . . . . . . . . . 283

b) Legitimization of Private Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 285

VI. Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 285

Part IV

Conclusions with Horizontal Comparison 288

I. “Reasonable Expectation of Privacy” vs. “Core Area of Privacy” . . . . . . . . . . . . . . . 288

1. Different Constitutional Approaches to the Right to Privacy . . . . . . . . . . . . . . . . 288

2. “Reasonable Expectation of Privacy” and “Core Area of Privacy” . . . . . . . . . . . 291

a) The Subjective Element of the Reasonable Expectation of Privacy . . . . . . . . 291

b) The Objective Element of the Reasonable Expectation of Privacy . . . . . . . . . 292

c) The Minimum Expectation of Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 293

3. Constitutionally Protected Spaces in the Three Jurisdictions . . . . . . . . . . . . . . . . 293

4. Values behind Different Constitutional Approaches . . . . . . . . . . . . . . . . . . . . . . . 295

5. Different Methods of Legal Interpretation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 296

6. Reasonableness, Balancing od Interests, and Proportionality . . . . . . . . . . . . . . . 298

II. Statutory Protections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 299

1. Different Statutory Approaches to Regulating Surveillance . . . . . . . . . . . . . . . . 300

2. The Relationship to Other Constitutional Rights . . . . . . . . . . . . . . . . . . . . . . . . . 301

a) Self-incrimination . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 301

b) Attorney-client Privilege . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 302

Contents18

http://www.duncker-humblot.de


III. Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 303

1. The Preeminence of the Police in Cases involving Surveillance . . . . . . . . . . . . . 303

2. Warrants and Judicial Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 304

3. The Legislative Requirements for a Warrant . . . . . . . . . . . . . . . . . . . . . . . . . . . . 305

4. Other Issues Influencing the Issuing of Warrants . . . . . . . . . . . . . . . . . . . . . . . . . 305

5. The Last Resort vs. Subsidiarity Principle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 306

6. Mechanisms to Enhance Transparency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307

IV. The Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 308

1. The Role of the Courts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 309

2. The Function and Purpose of the Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . 310

a) Deterring Police Misconduct . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 310

b) Truth-finding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 312

c) Human Rights . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 313

3. Theories relating to the Exclusionary Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 314

a) Balancing Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 314

b) “Protective Purpose” Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 314

c) Inevitable Discovery Rule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 315

4. Grounds for Excluding Surveillance Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . 317

5. Exceptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 318

a) Plain Hearing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 318

b) Consent Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 319

c) Emergency Situations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 319

d) Good Faith . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 320

6. The “Fruit of the Poisonous Tree” vs. the Distance Effect of Exclusion . . . . . . . 321

7. When to Exclude Evidence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 322

a) United States . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 322

b) Germany . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 323

c) China . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 323

8. Evidence Obtained by Private Parties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 324

V. Empirical Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325

1. Number of Surveillance Warrants . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325

2. Types of Surveillance Measures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 326

3. Major Offenses in Surveillance Orders . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 327

4. Cost . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 327

5. Efficiency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 327

VI. Final Comments and Suggestions for Reforms in China . . . . . . . . . . . . . . . . . . . . . . 328

1. Constitutional Level . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 329

Contents 19

http://www.duncker-humblot.de


2. Legislation Level . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 330

a) Greater Clarification of TIMs in Legislation and in Practice . . . . . . . . . . . . . 330

b) Greater Detail in Application Materials and Warrants . . . . . . . . . . . . . . . . . . . 331

c) Warrants to be Approved by Prosecutors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 332

d) Limiting the Use of Chance Findings and Tracking Technology . . . . . . . . . . 333

e) Reporting System and Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333

f) Reform of the Application of the Exclusionary Rule . . . . . . . . . . . . . . . . . . . 334

3. Prospects for Better Criminal Justice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 335

Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 336

Reports on the questionnaires . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 336

Report on Model A (for Police) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 337

Report on Model B (for Prosecutors and Judges) . . . . . . . . . . . . . . . . . . . . . . . . . . . . 347

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 357

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 374

Contents20

http://www.duncker-humblot.de


Introduction

“Those who would give up essential Liberty, to purchase a little temporary Safety, deserve
neither Liberty nor Safety.”

(Benjamin Franklin, 1755)

I. The Background of the Study

The speed of long-distance communication has dramatically increased since the
invention of the telegraph, the telephone and, more recently, with the ascendancy of
the mobile phone and the internet. For law enforcement to keep abreast with this
massive rise in communication technologies, a sophisticated method of interceptive
technology was required; hence wiretapping was born. The rise of organized crime
and the rapid development of surveillance technologies have led to their widespread
use for the purpose of criminal investigation. The interception of private tele-
communication and conversations are covert measures. They are most valuable
investigation tools because, given their covert nature, they can uncover information
that the suspect does not intend to make public. On the other hand, the use of highly
intrusive measures, such as online searches of private computers and covert sur-
veillance of private property, can undermine society’s trust in the police and an
individual’s right to privacy. It is therefore necessary to devise a legal framework that
balances the need for efficient law enforcement with individuals’ privacy rights.

Rules on technological investigative measures (including electronic surveillance)
were introduced into Chinese Criminal Procedure Law (hereafter referred to as
CCPL) only in 2012. It is an achievement, but far from satisfactory. It is well rec-
ognized that the rules on technological investigativemeasures in theCCPL need to be
further improved and reformed. Given this background, a comparative study on this
topic can be of importance to Chinese politicians or legislators interested in im-
proving these rules and in solving problems caused by the current arrangement.
Looking into foreign experience can broaden their horizons1 and help them in
identifying deficiencies in the Chinese legal system.2

Another practical reason for conducting a comparative study on electronic sur-
veillance results from its characteristics. Modern communication technology easily

1 Goldsworthy, in: Rosenfeld/Sajó (eds.), Handbook, 2013, 689, 694.
2 Mack, Comparative Criminal Procedure, 2008, ix.



transcends national boundaries and can connect with the whole world within a
second. This facilitates our as well as criminals’ communications. All countries must
deal with the same problems and challenges. This makes comparison possible and
necessary. Different solutions to the same problems can be interesting and inspiring
to legal professionals in different jurisdictions.3

To conduct a comparative study is, however, not an easy task. A simple com-
parison between legal texts is far from enough and sometimes even misleading.
Similar legal texts do not necessarily lead to the same practice.Moreover, approaches
effective in one jurisdiction might not have the same effect in another jurisdiction,
given each country’s unique historical, cultural, political, and social circumstances.4

The criminal justice system is closely related to these unique circumstances aswell as
to each country’s legal system as a whole.5 Components of the criminal procedure
system are interrelated with other procedural arrangements and with the court sys-
tem. For example, any discussion of the admissibility of evidence from surveillance
must consider the general role of judges and the purpose of criminal procedure.
Therefore, this study will not analyze rules on electronic surveillance independently
but will strive to place them within the general constitutional and procedural context
of each country.

II. The Three Jurisdictions

For this comparative study, the author has selected the United States of America
(the U.S.), Germany, and P.R. China. Each country represents a different legal tra-
dition. The U.S. legal system represents the common law system, many legal
principles of which have historically been created by judges through case law.6

Germany typifies the civil law systemwhichmainly relies on codes and statutes.7The
Chinese legal system, including its criminal procedure, is basically organized like a
civil law system, but the influence of the socialist ideology can be observed. On the
other hand, both practice and theories of criminal procedure in China have, especially
in recent years, been influenced by the U.S. system. For instance, the design of the
Chinese plea bargaining system has been influenced by the U.S. system, and the
American “fruit of the poisonous tree” doctrine is a popular topic among Chinese
academics. Given this background, theways of solving problems in Germany and the
U.S. may have becomemore acceptable to Chinese jurists. In addition, the discussion

3 Dubber/Hörnle, Criminal Law, 2014, xx.
4 Goldsworthy, in: Rosenfeld/Sajó (eds.), Handbook, 2013, 689, 694.
5 Mack, Comparative Criminal Procedure, 2008, ix.
6 Keiler/Roef, in: Keiler/Roef (ed.), Comparative Concepts of Criminal Law, 2019, 4.
7 Id. at 5. For a general comparison of the two systems see Mack, Comparative Criminal

Procedure, 2008, 1–20. For a historical introduction to inquisitorialism see Dezza, Geschichte
des Strafprozessrechts in der Frühen Neuzeit, 2017, 15–24.
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of technological surveillance in these two jurisdictions started much earlier than in
China. Therefore, they both have developed relatively comprehensive and well-or-
ganized systems and approaches to soften the tension between surveillance and the
right to privacy even though they rely on different values and procedural arrange-
ments. Although problems exist in these two jurisdictions, it is of great value for
Chinese reform efforts to examine how their different approaches work in practice.

Some might argue that when legal systems are very different from each other, it is
less useful to compare them. This argument is not convincing. It is true that there are
evident differences among the three jurisdictions due to their differing legal tradi-
tions. The distinction between the common law and civil law systems should,
however, not be overstated.8 Especially in recent years, the two models have ap-
proached each other. The U.S. has a growing body of statutes, which have become
essential legal sources, such as U.S. Code chapter 18 Title III on the interception and
disclosure of wire, oral, or electronic communications.9 In Germany, the case law of
higher courts is well recognized and generally followed by lower courts. The same
tendency can be observed in China. The Chinese Supreme Court began to operate a
nation-wide database of judgments several years ago and selects “guideline judg-
ments” that are published.10 These guideline judgments are normally followed by
other courts. Moreover, more adversarial elements have been introduced into Chi-
nese criminal procedure. For example, the role of the defense lawyer has been en-
hanced, and cross-examination of witnesses at trials is encouraged.

In light of these developments, this research on surveillance in the U.S., Germany
and China focuses on specific and practical problems rather than entering into a
general discussion of the two theoretical models.

III. Presentation of Problems

In all three jurisdictions, the development of communication technology neces-
sitates a closer analysis of the relation between the protection of the right to privacy
and electronic surveillance in the criminal process. On the one hand, surveillance
measures are effective in obtaining information in the fight against serious crime,
especially organized crime. On the other hand, however, such measures may intrude
deeply into the right to privacy. Therefore, defining the constitutional rights of
criminal suspects has become an important topic for debate. In the U.S. and in
Germany, different approaches have been taken to balance the need for crime in-
vestigation with the need to protect privacy. In the P.R. China, however, surveillance

8 Id. at 4.
9 Pub. L. No. 90–351, 82 Stat. 197 (codified at 18 U.S.C. §§ 2510–2520 (Supp. V 1965–

1969), later at 18 U.S.C. §§ 2510–2522).
10 All published “Guideline Judgements”: http://www.court.gov.cn/fabu-gengduo-77.html,

visited at 22.02.2020.
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